FOUNDATION BLOG INFORMATION (PARENTS & WIDER COMMUNITY)

Videos:
eSafety for Parents: Basics — understanding the basic of your child’s online world
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-basics

eSafety for Parents: Cyber bullying — understanding multiple aspects of cyber bullying and how you can best assist your child
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-cyberbullying

eSafety for Parents: Inappropriate content — understanding how to protect your child from harmful online content
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-inappropriate-content

eSafety for Parents: Online grooming — understanding how to let your child go online without fear of online predators
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-online-grooming

eSafety for Parents: Too much time online — understanding what the normal time period for a child to be online is and what is too much time
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-too-much-time-online

eSafety for Parents: Parent controls — understanding what tools are available to help parents keep their children safe when online
https://esafety.gov.au/education-resources/parent-resources/parental-controls

Online Information Pages:
Cyber Bullying
https://esafety.gov.au/esafety-information/esafety-issues/cyberbullying

Online Gaming
https://esafety.gov.au/esafety-information/esafety-issues/online-gaming

Photos, Videos and Social Media
https://esafety.gov.au/esafety-information/esafety-issues/photos-videos-and-social-media

Protecting Personal Information
https://esafety.gov.au/esafety-information/esafety-issues/protecting-personal-information

Social Networking
https://esafety.gov.au/esafety-information/esafety-issues/social-networking

Unwanted Contact
https://esafety.gov.au/esafety-information/esafety-issues/unwanted-contact

Offensive or lllegal Content
https://esafety.gov.au/esafety-information/esafety-issues/offensive-or-illegal-content/offensive-or-illegal-content-information-for-parents-and-teachers



https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-basics
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-cyberbullying
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https://esafety.gov.au/education-resources/parent-resources/parental-controls
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https://esafety.gov.au/esafety-information/esafety-issues/photos-videos-and-social-media
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https://esafety.gov.au/esafety-information/esafety-issues/offensive-or-illegal-content/offensive-or-illegal-content-information-for-parents-and-teachers

Kids Helpline Information for Parents

Understanding Cyberbullying: tips and information on understanding cyberbullying. Parents can read information on what cyberbullying is, why people cyberbully, what
the impacts are of cyberbullying, signs to help parents recognise when their child has been affected by cyberbullying and practical things parents can do.
https://kidshelpline.com.au/parents/tips/understanding-cyberbullying/

PDF Poster for Blog

Parent & School Community Social Media Fact File PDF - MUST place this on your blog as it explains to parents the importance on being a role model online and how
parents post information about their child’s school.

ACMA ‘Cyber Rules’ poster: display for all students on the blog and print one and place in all classrooms from Foundation to Level 6. This can be found in
s:drive in the ‘eSmart 2016’ folder.

Recommended Books for Parents to read

e Real Wired Child — Dr. Michael Carr Gregg.
An excellent book for parents to assist them to understand their child’s online world.

e Social Media & Your School fact sheet — Alannah and Madeleine Foundation
Be a positive role model by demonstrating respectful and responsible behaviours when communicating with and about your child’s school online.


https://kidshelpline.com.au/parents/tips/understanding-cyberbullying/

LEVEL1 & 2 BLOG INFORMATION (PARENTS & WIDER COMMUNITY)

Videos:
eSafety for Parents: Basics — understanding the basic of your child’s online world
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-basics

eSafety for Parents: Cyber bullying — understanding multiple aspects of cyber bullying and how you can best assist your child
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-cyberbullying

eSafety for Parents: Inappropriate content — understanding how to protect your child from harmful online content
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-inappropriate-content

eSafety for Parents: Online grooming — understanding how to let your child go online without fear of online predators
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-online-grooming

eSafety for Parents: Too much time online — understanding what the normal time period for a child to be online is and what is too much time
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-too-much-time-online

eSafety for Parents: Parent controls — understanding what tools are available to help parents keep their children safe when online
https://esafety.gov.au/education-resources/parent-resources/parental-controls

Online Information Pages:
Cyber Bullying
https://esafety.gov.au/esafety-information/esafety-issues/cyberbullying

Online Gaming
https://esafety.gov.au/esafety-information/esafety-issues/online-gaming

Photos, Videos and Social Media
https://esafety.gov.au/esafety-information/esafety-issues/photos-videos-and-social-media

Protecting Personal Information
https://esafety.gov.au/esafety-information/esafety-issues/protecting-personal-information

Social Networking
https://esafety.gov.au/esafety-information/esafety-issues/social-networking

Unwanted Contact
https://esafety.gov.au/esafety-information/esafety-issues/unwanted-contact

Offensive or lllegal Content
https://esafety.gov.au/esafety-information/esafety-issues/offensive-or-illegal-content/offensive-or-illegal-content-information-for-parents-and-teachers



https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-basics
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-cyberbullying
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https://esafety.gov.au/esafety-information/esafety-issues/offensive-or-illegal-content/offensive-or-illegal-content-information-for-parents-and-teachers

Kids Helpline Information for Parents

Understanding Cyberbullying: tips and information on understanding cyberbullying. Parents can read information on what cyberbullying is, why people cyberbully, what
the impacts are of cyberbullying, signs to help parents recognise when their child has been affected by cyberbullying and practical things parents can do.
https://kidshelpline.com.au/parents/tips/understanding-cyberbullying/

PDF Poster for Blog

Parent & School Community Social Media Fact File PDF - MUST place this on your blog as it explains to parents the importance on being a role model online and how
parents post information about their child’s school.

ACMA ‘Cyber Rules’ poster: display for all students on the blog and print one and place in all classrooms from Foundation to Level 6. This can be found in
s:drive in the ‘eSmart 2016’ folder.

Recommended Books for Parents to read

e Real Wired Child — Dr. Michael Carr Gregg.
An excellent book for parents to assist them to understand their child’s online world.

e Social Media & Your School fact sheet — Alannah and Madeleine Foundation
Be a positive role model by demonstrating respectful and responsible behaviours when communicating with and about your child’s school online.


https://kidshelpline.com.au/parents/tips/understanding-cyberbullying/

LEVEL3 &4 BLOG INFORMATION (PARENTS & WIDER COMMUNITY)

Videos:
eSafety for Parents: Basics — understanding the basic of your child’s online world
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-basics

eSafety for Parents: Cyber bullying — understanding multiple aspects of cyber bullying and how you can best assist your child
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-cyberbullying

eSafety for Parents: Inappropriate content — understanding how to protect your child from harmful online content
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-inappropriate-content

eSafety for Parents: Online grooming — understanding how to let your child go online without fear of online predators
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-online-grooming

eSafety for Parents: Too much time online — understanding what the normal time period for a child to be online is and what is too much time
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-too-much-time-online

eSafety for Parents: Parent controls — understanding what tools are available to help parents keep their children safe when online
https://esafety.gov.au/education-resources/parent-resources/parental-controls

Online Information Pages:
Cyber Bullying
https://esafety.gov.au/esafety-information/esafety-issues/cyberbullying

Online Gaming
https://esafety.gov.au/esafety-information/esafety-issues/online-gaming

Photos, Videos and Social Media
https://esafety.gov.au/esafety-information/esafety-issues/photos-videos-and-social-media

Protecting Personal Information
https://esafety.gov.au/esafety-information/esafety-issues/protecting-personal-information

Social Networking
https://esafety.gov.au/esafety-information/esafety-issues/social-networking

Unwanted Contact
https://esafety.gov.au/esafety-information/esafety-issues/unwanted-contact

Offensive or lllegal Content
https://esafety.gov.au/esafety-information/esafety-issues/offensive-or-illegal-content/offensive-or-illegal-content-information-for-parents-and-teachers



https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-basics
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Kids Helpline Information for Parents

Understanding Cyberbullying: tips and information on understanding cyberbullying. Parents can read information on what cyberbullying is, why people cyberbully, what
the impacts are of cyberbullying, signs to help parents recognise when their child has been affected by cyberbullying and practical things parents can do.
https://kidshelpline.com.au/parents/tips/understanding-cyberbullying/

PDF Poster for Blog

Parent & School Community Social Media Fact File PDF - MUST place this on your blog as it explains to parents the importance on being a role model online and how
parents post information about their child’s school.

ACMA ‘Cyber Rules’ poster: display for all students on the blog and print one and place in all classrooms from Foundation to Level 6. This can be found in
s:drive in the ‘eSmart 2016’ folder.

Recommended Books for Parents to read

e Real Wired Child — Dr. Michael Carr Gregg.
An excellent book for parents to assist them to understand their child’s online world.

e Social Media & Your School fact sheet — Alannah and Madeleine Foundation
Be a positive role model by demonstrating respectful and responsible behaviours when communicating with and about your child’s school online.


https://kidshelpline.com.au/parents/tips/understanding-cyberbullying/

LEVELS5 & 6 BLOG INFORMATION (PARENTS & WIDER COMMUNITY)

Videos:
eSafety for Parents: Basics — understanding the basic of your child’s online world
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-basics

eSafety for Parents: Cyber bullying — understanding multiple aspects of cyber bullying and how you can best assist your child
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-cyberbullying

eSafety for Parents: Inappropriate content — understanding how to protect your child from harmful online content
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-inappropriate-content

eSafety for Parents: Online grooming — understanding how to let your child go online without fear of online predators
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-online-grooming

eSafety for Parents: Too much time online — understanding what the normal time period for a child to be online is and what is too much time
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-too-much-time-online

eSafety for Parents: Parent controls — understanding what tools are available to help parents keep their children safe when online
https://esafety.gov.au/education-resources/parent-resources/parental-controls

Online Information Pages:
Cyber Bullying
https://esafety.gov.au/esafety-information/esafety-issues/cyberbullying

Online Gaming
https://esafety.gov.au/esafety-information/esafety-issues/online-gaming

Photos, Videos and Social Media
https://esafety.gov.au/esafety-information/esafety-issues/photos-videos-and-social-media

Protecting Personal Information
https://esafety.gov.au/esafety-information/esafety-issues/protecting-personal-information

Social Networking
https://esafety.gov.au/esafety-information/esafety-issues/social-networking

Unwanted Contact
https://esafety.gov.au/esafety-information/esafety-issues/unwanted-contact

Offensive or lllegal Content
https://esafety.gov.au/esafety-information/esafety-issues/offensive-or-illegal-content/offensive-or-illegal-content-information-for-parents-and-teachers

Sexting
https://esafety.gov.au/esafety-information/esafety-issues/sexting/sexting-information-for-parents



https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-basics
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-cyberbullying
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-inappropriate-content
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-online-grooming
https://esafety.gov.au/education-resources/parent-resources/esafety-for-parents-too-much-time-online
https://esafety.gov.au/education-resources/parent-resources/parental-controls
https://esafety.gov.au/esafety-information/esafety-issues/cyberbullying
https://esafety.gov.au/esafety-information/esafety-issues/online-gaming
https://esafety.gov.au/esafety-information/esafety-issues/photos-videos-and-social-media
https://esafety.gov.au/esafety-information/esafety-issues/protecting-personal-information
https://esafety.gov.au/esafety-information/esafety-issues/social-networking
https://esafety.gov.au/esafety-information/esafety-issues/unwanted-contact
https://esafety.gov.au/esafety-information/esafety-issues/offensive-or-illegal-content/offensive-or-illegal-content-information-for-parents-and-teachers
https://esafety.gov.au/esafety-information/esafety-issues/sexting/sexting-information-for-parents

Kids Helpline Information for Parents

Understanding Cyberbullying: tips and information on understanding cyberbullying. Parents can read information on what cyberbullying is, why people cyberbully, what
the impacts are of cyberbullying, signs to help parents recognise when their child has been affected by cyberbullying and practical things parents can do.
https://kidshelpline.com.au/parents/tips/understanding-cyberbullying/

PDF Poster for Blog

Parent & School Community Social Media Fact File PDF - MUST place this on your blog as it explains to parents the importance on being a role model online and how
parents post information about their child’s school.

ACMA ‘Cyber Rules’ poster: display for all students on the blog and print one and place in all classrooms from Foundation to Level 6. This can be found in
s:drive in the ‘eSmart 2016’ folder.

Recommended Books for Parents to read

e Real Wired Child — Dr. Michael Carr Gregg.
An excellent book for parents to assist them to understand their child’s online world.

e Social Media & Your School fact sheet — Alannah and Madeleine Foundation
Be a positive role model by demonstrating respectful and responsible behaviours when communicating with and about your child’s school online.


https://kidshelpline.com.au/parents/tips/understanding-cyberbullying/

IDEAS FOR THE CLASSROOM: BEHIND THE NEWS EPISODES (LEVELS 3-6)
Cyber Bullying

e Cyber Bullying (12/05/2009) http://www.abc.net.au/btn/story/s2564784.htm

e Bullying Campaigner (04/08/2009) http://www.abc.net.au/btn/story/s2639913.htm

e Beating Bullying (02/04/2013) http://www.abc.net.au/btn/story/s3725011.htm

e Beating Bullies (20/03/2012) http://www.abc.net.au/btn/story/s3456846.htm
Digital Footprints

e Digital Footprint (24/05/2011) http://www.abc.net.au/btn/story/s3220088.htm

e Data Security (17/09/2013) http://www.abc.net.au/btn/story/s3845649.htm
Where to get help

e Kids Helpline (07/04/2009) http://www.abc.net.au/btn/story/s2531191.htm
Personal Information

e Private Pics (16/03/2010) http://www.abc.net.au/btn/story/s2842146.htm

e Password Power (29/11/2011) http://www.abc.net.au/btn/story/s3374197.htm

e Cyber Crime (22/09/2009) http://www.abc.net.au/btn/story/s2690100.htm

e Internet Privacy (01/06/2010) http://www.abc.net.au/btn/story/s2910968.htm

Internet Settings
e |nternet Filters (18/05/2010) http://www.abc.net.au/btn/story/s2897763.htm

Responsible Use of Digital Technologies
e Web Secrets (05/08/2014) http://www.abc.net.au/btn/story/s4058050.htm

YouTube Clips:
e Jigsaw: for 8-10 year olds (focus is on personal information and only show Level 5 & 6 students) https://www.youtube.com/watch?v=_o8auwnJtqE
Safe Web Surfing: Top Tips for Kids and Teens Online https://www.youtube.com/watch?v=yrin8nyVBLU
Professor Garfield — Internet Safety (Part 1 of 2) https://www.youtube.com/watch?v=0PFZObMOPuUA
Professor Garfield — Internet Safety (Part 2 of 2) https://www.youtube.com/watch?v=01XjTwZg hg
Wild About Safety: Safety Smart Online! MUSIC VIDEO https://www.youtube.com/watch?v=M32TTvsDDgE
Child Focus eSafety Clip —  https://www.youtube.com/watch?v=d5kW4pl VQw
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SAFETY LAND (LEVELS 3-6)

e Game: Safety Land is famous for being a safe place where kids can have fun on the internet. But lately, a nasty character has been lurking around. He
is sending kids yucky emails that they don’t want to see, and sending Instant Messages asking for information that is none of his business! His bad
behaviour is making the town look very sick.

http://www.att.com/Common/images/safety/game.html?partner=LinkShare&siteld=je6NUbpObpQ-TeMtwh gSxnM76m YrTAug

WEBONAUTS (LEVELS 3-4)

e Game: Webonauts Internet Academy is a web original game for kids aged 8 to 10 which gives them an opportunity to have some fun while exploring
what it means to be a citizen in a web-confused, information-rich world. It is an engaging experience on its own but becomes all the more powerful
when parents and teachers use game play as a springboard for conversations about media literacy and citizenship in the 215t Century.

http://pbskids.org/webonauts/

HOW CYBERSMART ARE YOU? (LEVELS 2-6)

Key issues addressed: cyberbullying, online security, sharing passwords, free downloads and online friends.

e Game: Sam will guide you through 11 questions about staying safe online. Decide what to do and select an answer from the ones provided.

https://www.esafety.gov.au/kids-quiz/

COMIC BOOK CAPPERS? (LEVELS 2-6)
Key issues addressed: cyberbullying, online security, sharing passwords, free downloads and online friends.

e Game: The Gizmo family need some help to be safe online. Can you help them make the right choices?

https://www.esafety.gov.au/comic-book-capers/



http://www.att.com/Common/images/safety/game.html?partner=LinkShare&siteId=je6NUbpObpQ-TgMtwh_gSxnM76m_YrTAug
http://pbskids.org/webonauts/
https://www.esafety.gov.au/kids-quiz/
https://www.esafety.gov.au/comic-book-capers/

HECTORS WORLD (LEVELS F-6)

Your personal information online (LESSON PLANS FOR ALL)
https://www.esafety.gov.au/education-resources/classroom-resources/hectors-world/your-personal-information-online

e Episode 1: Details, Details... 5min 22sec
Hector and his friends learn about their personal information — what it is, who should it be shared with and how can it be used.

e Episode 2: Welcome to the carnival 8min 34sec
Hector and his friends visit the Silicon Deep carnival and learn how to protect themselves and their personal information.

e Episode 3: It’s a Serious Game 7min 59sec
When the friends sign up for the games arcade, will they be signing up for more than they expect?

e Episode 4: The Info Gang 9min 28sec
Tama uncovers the info gang’s evil plans to sell her friends’ personal information. Will Constable Solosolave save the day?

e Episode 5: Heroes 8min 03sec
Hector and his friends are rewarded for their courage and quick thinking. Kui guides Hector in the right direction and helps him to learn from his
mistake.

Computer Security (LESSON PLANS FOR EPISODE 1)
https://www.esafety.gov.au/education-resources/classroom-resources/hectors-world/computer-security

e Episode 1: Oops! 8mins 34sec
Passwords, pop ups and viruses. Sprat and his friends learn to keep their computer safe.

e MUSIC VIDEO: Keep yourself switched on 3mins

Cyberbullying (LESSON PLANS FOR EPISODE 1)
https://www.esafety.gov.au/education-resources/classroom-resources/hectors-world/cyberbullying

e Episode 1: You're Not Alone 7mins 39sec
Hector and his friends celebrate being good digital citizens and help their good friend Ming to deal with a cyberbully.

e MUSIC VIDEO: Turn it around 2min 40sec


https://www.esafety.gov.au/education-resources/classroom-resources/hectors-world/your-personal-information-online
https://www.esafety.gov.au/education-resources/classroom-resources/hectors-world/computer-security
https://www.esafety.gov.au/education-resources/classroom-resources/hectors-world/cyberbullying

CYBER SMART DETECTIVES (LEVELS 3-6)

Video: 9mins 54sec
Cyber Smart Detectives addresses stranger danger, protecting yourself and respectful relationships. By the end of the video and by completing the
student activities students will be able to identify: information that should not be posted online, where to seek assistance if things go wrong online
AND the difference between sensible and risky online behaviour.

https://www.esafety.gov.au/education-resources/classroom-resources/cybersmart-detectives

#GAME ON (LEVELS 3-6)

Video: 22mins 58sec (OR you can watch the film in episodes. There are 5 episodes in total with corresponding activities)
#GameOn is a cyber safety video following the online experiences of a group of lower secondary students who find themselves in situations that catch
them off guard and teach them the consequences of making poor decisions online. Topics include cyberbullying, excessive gaming, sharing passwords,
free downloads and online friends.

https://www.esafety.gov.au/education-resources/classroom-resources/gameon/watch-the-film

DIGITAL CITIZENSHIP (LEVELS 3-6)

Lesson Plans & Worksheets: Approximate running time is between 15-45 minutes.

In acknowledging themselves to be digital citizens from the beginning of their use of technology, students should come to recognise the important of
protecting their private information online, the value of taking responsibility for themselves and their actions, and the necessity of treating others
with an appropriate standard of behaviour online.

https://www.esafety.gov.au/education-resources/classroom-resources/digital-citizenship-ms/classroom-resources

** Lesson plans and related worksheets found in eSmart folder on S: drive


https://www.esafety.gov.au/education-resources/classroom-resources/cybersmart-detectives
https://www.esafety.gov.au/education-resources/classroom-resources/gameon/watch-the-film
https://www.esafety.gov.au/education-resources/classroom-resources/digital-citizenship-ms/classroom-resources

INTERNET SAFETY TIPS FOR PRIMARY STUDENTS (LEVELS 5-6)
By Cyber Safety Solutions

¢ Do not reply to rude or nasty comments.

¢ Immediately tell an adult if you feel uncomfortable or worried online.

¢ If someone is being mean or nasty on MSN — block them.

¢ Have your computer in a common area of the house NOT IN THE BEDROOM!

¢ Do not have a ‘flirty’ or ‘nasty’ log on name.

¢ Let your parents know where you go online, just as you would in real life.

¢ Ask your parents to spend time online with you - learn and explore together.

e Make sure that there are filters and other monitoring/blocking software on your ICT devices to minimise dangers.

¢ Together with mum or dad, set house rules about what information you can put onto websites or share with others.

¢ Never ever share PERSONAL INFORMATION such as your name, address, phone number or school!

¢ Social Networking profiles such as MySpace, Facebook and Bebo MUST BE SET TO PRIVATE.

* MSN contacts and social networking site friends should be people that you know in real life. This is one way to reduce possible risks.
¢ An ‘online friend’ that you don’t know in real life is a STRANGER.

¢ Passwords MUST NOT BE SHARED!!!!! Choose passwords that others can’t guess.....not your fav food or pets name.

¢ Change passwords 4 times per year (last day of every term).

¢ Be aware that information on the internet is not always reliable.

¢ Your parents should check your Hotmail account, MSN messages and social networking profile pages and content.

¢ If you are playing games online, YOUR parents should know how to play the game too in case of problems. Play online games together.
e Learn about search engines (eg. Google, Safari, Google Chrome, etc.) and how they work.

¢ The internet and the various applications are a lot of fun ......surf safely together with your parents!

Please note that this list does not contain all of the safety precautions that you should take while using digital devices. There is also NO guarantee that if you
follow all of the tips above that you will be 100% protected and safe from other people using various applications and programs on the internet.

CYBER RULES FOR PRIMARY STUDENTS (LEVELS Foundation - 4)
By Cyber (smart:)

e Always keep your password a secret.

e Set your profile to ‘private’ so your personal information is kept secret.

e Be careful who you trust online. Making new friends can be fun, but there’s a chance that they may not be who they say they are.
e Tell your parents if you are upset by language, pictures or anything scary on the internet.

e Don’t accept any offers that seem too good to be true — they probably are.

e Ask your parents before you give anyone on the internet your name, address or any personal details.

e Don’t open messages from people that you don’t know. These could be nasty, contain viruses or be trying to sell you something.
e THINK before you post information online — once posted it’s difficult to remove.



