Stonnington Library and Information Service ESmart: Planning
	Domain 1: Library Vision and Strategy

	1.1
	Working Group: The library establishes an eSmart Working Group with representation from a range of areas including management, operations, community and other relevant government departments.
eSmart working group formed and to meet monthly
	Yes

	1.2
	Digital Capacity and needs of users: An assessment has been made on digital literacy and cybersafety awareness in the library community:
Assess feedback forms from Get Connected re Cybersafety
“Security on the Internet” being held Malvern Library 24th May 16
	Yes


	1.3
	Vision, values and principles: You have considered the governing vision for the library, the needs of the community and the research available on wellbeing and their implications for eSmart
Review and Consider governing vision for the library service and use it to inform us on the implication for eSmart
	Yes

	1.4
	Library policies and service plan: You have evaluated your policies related to smart, safe and responsible use of digital technologies and cybersafety in a comprehensive manner
Evaluate policies and service plan and use eSmart literature as reference to inform decisions
	Yes

	Domain2: Library Agreements

	2.1
	Behaviour charter: Acceptable and unacceptable behaviours have been defined; you have planned to create or revise a behaviour charter:
Plan to create new behaviour charter
	Yes

	2.2
	Staff agreements of acceptable use: You have reviewed acceptable use agreements
Review staff agreements of acceptable use and use eSmart as a reference
	Yes

	2.3
	Library membership agreements, computers, internet and Wi-Fi use agreements for library users: Your agreements are collated and review process has begun.
Review Library membership, internet and WiFi and use eSmart as a reference
	Yes

	2.4
	Procedures for responding to incidents and complaint: You understand the library's current practices for managing incidents and complaints.
Review procedures for responding to incidents and complaints in relation to eSmart and cybersafety
	Yes

	2.5
	Monitoring computer use and data collection: You understand how library staff monitor the use of computers in the library and how the library collects data on internet usage.
Review and understand how the library collects data on internet usage.
	Yes

	Domain 3: Effective staff knowledge & capabilities

	3.1
	eSmart induction for staff: All library staff have received an introduction session to the eSmart program and have a sense of how they can be involved
Introduce staff to eSmart and what it means to them at General Staff Meeting and Branch Meetings
	Yes

	3.2
	Staff knowledge and training on the use of digital technologies and cybersafety: Staff skill level has been assessed and the basic skills and knowledge requirements have been identified:

Survey of staff knowledge gained through through SOLID feedback and online survey.
	Yes

	3.3
	Staff model responsible behaviour: You have begun to understand how well staff respond to cybersafety incidents:
Survey of staff knowledge through surveymonkey and discussion at meetings. May need new procedure to cover Safetymax and x drive.
	Yes

	Domain 4: Guidance and learning for users

	4.1
	Overall plan for information, guidance and training for users: You have started to consider how your library currently gives information, guidance and training to library users.
Collate how the library service currently provides information and training in relation to cybersafety.
	Yes

	4.2
	Cybersafety information and materials for users: You have collated all the information and materials that the library currently uses
Collate information and materials the library service currently uses and discuss ways to enhance information.
	Yes

	4.3
	Formal and informal training for library users: You understand how informal and formal training is currently delivered by the library
Collate how the library service currently provides training in relation to cybersafety.
	Yes

	Domain: Community connections

	5.1
	Connections with relevant government services and external organisations: You have identified related groups which could be linked to the library community in relation to cybersafety and wellbeing
Identify council services the library service could connect with to collaborate in further enhancing the cybersafety message
	Yes

	5.2
	Connecting with the wider community: You have identified how the library interacts with the wider community and tried to ascertain their digital capacity or related needs
Identify ways the library service connects with the wider community and discuss ways to promote the cybersafety message.
	Yes


Stonnington Library and Information Service ESmart: Implementing
	Domain 1: Library Vision and Strategy

	1.1
	Working Group: The eSmart Working Group meets regularly and has good representation. The Group oversees and progresses the eSmart Libraries activities.
The eSmart group is meeting every month to discuss and oversee progress
	Yes

	1.2
	Digital Capacity and needs of users: The library understands and has documented digital literacy levels and needs of users.
Through verbal discussion within library, many “Get Connected” training sessions and feedback from Get Connected sessions to analyse needs of the users. As a result “Security on the Internet” is being held at Malvern Library 24th May 16 with more planned. Specific questions re digital literacy to be added to Get Connected feedback forms.
	

	1.3
	Vision, values and principles: You have considered the governing vision for the library, the needs of the community and the research available on wellbeing and their implications for eSmart
The Council Plan stresses the commitment to improving the quality of life and equitable access to services and facilities.
The City of Stonnington Digital Communications and Social Media Policy outlines responsibilities including : “In line with City of Stonnington’s policies and codes of conduct,  employees, Councillors and contractors must not post any material that: A reasonable person would consider abusive, obscene, offensive, defamatory, harassing, threatening or bullying”

	

	1.4
	Library policies and service plan: You have created or revised your policy and linked eSmart actions to your service planning.
Ensure relevant library policies and procedures such as Roles and Responsibilities of Staff have reference to eSmart initiatives 
	

	Domain2: Library Agreements

	2.1
	Behaviour charter: You have fit for purpose monitoring and data collection practices and reports are generated
The Behavioural Charter is being rewritten to be displayed on the library web site and within library.
	

	2.2
	Staff agreements of acceptable use: Staff are aware of and understand acceptable use of the internet, social media/networking tools and other digital applications, and these are communicated clearly and regularly
Staff
The City of Stonnington Digital Communications and Social Media Policy already outlines responsibilities when using Social media including “In line with City of Stonnington’s policies and codes of conduct,  employees, Councillors and contractors must not post any material that: A reasonable person would consider abusive, obscene, offensive, defamatory, harassing, threatening or bullying”
	Yes

	2.3
	Library membership agreements, computers, internet and Wi-Fi use agreements for library users: Your agreements have been updated or created, they are made accessible in a variety of ways for different user groups, and communicated clearly and regularly
Library agreements need to be accepted when using library PCs and WiFi. This includes: 

“The library is a public place and Internet/computer use must meet general community standards. Users must not access illegal, inappropriate or offensive material”
	

	2.4
	Procedures for responding to incidents and complaint: You have fit-for-purpose guidelines and procedures for managing incidents and complaints

A new policy/procedure for responding to incidents is being developed.
	

	2.5
	Monitoring computer use and data collection: You have fit for purpose monitoring and data collection practices and reports are generated Library agreements need to be accepted when using library PCs and WiFi. This includes: 

“The library reserves the right to check any user’s use of its computers and their use of internet access including a user’s data transmissions, both sent and received, when any member of the library staff reasonably suspects that a user is or may be in breach of these Conditions of Use.”
	

	Domain 3: Effective staff knowledge & capabilities

	3.1
	eSmart induction for staff: A program for staff induction activities has been created and rolled out.
eSmart has been added to Staff Induction to include explanation of eSmart and responsibilities. This has already been rolled out to new intake of staff.
	

	3.2
	Staff knowledge and training on the use of digital technologies and cybersafety: A training schedule or professional development plan has been created and is being implemented.
From survey of staff knowledge through SOLID feedback and surveymonkey a new SOLID Training Module has been developed to be completed by all staff. This will run from 1 June – 22 July
	

	3.3
	Staff model responsible behaviour: Your staff are able to confidently model eSmart behaviours SOLID Module: “eSmart” to be run from1 June – 22 July
	

	Domain 4: Guidance and learning for users

	4.1
	Overall plan for information, guidance and training for users: You have mapped out and evaluated current activities and planned for how you will enhance guidance and training to address risks and benefits, and user needs.
All relevant Get Connected program to incorporate information on online safety issues. “Already used Get Connected: Hands On Email Basics”
	

	4.2
	Cybersafety information and materials for users: You have developed fit for purpose materials
Links to be provided on Library web page to relevant sites http://www.stonnington.vic.gov.au/library/About-Us/Online-Safety
Brochures ordered from Office of the Children’s eSafety Commissioner

	

	4.3
	Formal and informal training for library users: You have developed, enhanced or created cybersafety and wellbeing training in formal and informal ways
All relevant Get Connected program to incorporate information on online safety issues “Already used Get Connected: Hands On Email Basics”
Informally: highlight safety issues when discussing any relevant internet reference questions
	

	Domain: Community connections

	5.1
	Connections with relevant government services and external organisations: You have developed connections and begun rolling out joint activities, where possible, to the benefit of your library users.
Investigate joint event with Children and Family Services.
Eg. ThinkUKnow Presentation?
Cybersmart – Internet Safety Awareness workshop?
	

	5.2
	Connecting with the wider community: Where possible, you have developed awareness activities, public programs, events, and learning opportunities for the wider community
Provide eSmart information on library stall at outdoor events such as VIVA youth festival, Flavours festival.

Investigating Eg. ThinkUKnow Presentation?
Cybersmart – Internet Safety Awareness workshop?
Promotion at outdoor events such as VIVA youth festival, Flavours Festival.
	


Stonnington Library and Information Service ESmart: Sustaining

	Domain 1: Library Vision and Strategy

	1.1
	Working Group: The eSmart working Group is representative of the library community. It continues to meet regularly, and has a commitment to make decisions for continuous improvement in cybersafety and the positive use of digital technology.
The Working Group will continue to meet regularly to review library eSmart initiatives.
	

	1.2
	Digital Capacity and needs of users: The library regularly evaluates users skills and knowledge and plans on the basis of this evidence
Library will continuously evaluate users skill through feedback from “Get Connected” sessions and regular “Hands On Drop In” sessions as well as day to day communication with users
	

	1.3
	Vision, values and principles: The library principles are having a positive effect in the library community
Regularly review eSmart policies and analyse their impact on the library community.
	

	1.4
	Library policies and service plan: The library policy and service plans demonstrate a strong commitment for cybersafety, wellbeing and positive use of technology
Regularly review policies in relation to changes in cyberspace wellbeing developments and ensure they stay relevant.
	

	Domain2: Library Agreements

	2.1
	Behaviour charter: Your behaviour charter contributes to a safe, smart and responsible culture in your library
Continue to review the Behavioural Charter to ensure it continues to promote a safe library environment.
	

	2.2
	Staff agreements of acceptable use: Acceptable use agreements are integrated with normal HR policies and practices, and refreshed regularly
Revisit acceptable usage documents on a regular basis to ensure they stay in pace with rapid changes in digital technologies.
	

	2.3
	Library membership agreements, computers, internet and Wi-Fi use agreements for library users: Your agreements are relevant, easy to understand, legal risks are managed and users are safeguarded
Revisit Library membership agreements, computers, internet and Wi-Fi use agreements for library users on a regular basis to ensure they stay in pace with rapid changes in digital technologies and ensure customer feedback is considered.
	

	2.4
	Procedures for responding to incidents and complaint: Your library operates in a transparent, accountable and fair manner, and protects staff and users
Review and revise as necessary to ensure remains fair and transparent.
	

	2.5
	Monitoring computer use and data collection: Ensure the library's technology is monitored regularly, used within agreed guidelines, and compliant with regulations. Ensure it remains effective

	

	Domain 3: Effective staff knowledge & capabilities

	3.1
	eSmart induction for staff: Staff buy-in and ongoing support is assured through an induction and ongoing communications
Continue ongoing communication through meetings and updates and ensure new staff are inducted in eSmart and that all staff remain committed to cybersafety.
	

	3.2
	Staff knowledge and training on the use of digital technologies and cybersafety: Library staff have comprehensive knowledge and skills and are confident in using and discussing digital technologies and cybersafety within the library community.
Continue to increase staff knowledge in digital technology through SOLID program and ensure staff keep pace with changing trends
	

	3.3
	Staff model responsible behaviour: Your staff actively help members of the library community to feel valued and empowered to be good digital citizens.
Ensure staff actively participate in empowering the community in being good digital citizens and that staff engage in being good examples of digital citizens
	

	Domain 4: Guidance and learning for users

	4.1
	Overall plan for information, guidance and training for users: The library, through its training and guidance plan, aims to increase awareness of cybersafety issues, wellbeing and positive uses of digital technologies.
Regularly review and assess training plan to ensure it is successful in producing required results of increasing awareness in cybersafety and adjust as necessary.
	

	4.2
	Cybersafety information and materials for users: You are continually improving the materials given to library users and this is having a positive impact on the library community
Review and update materials to ensure we keep up to date with changes in cybersafety
	

	4.3
	Formal and informal training for library users: Your training courses are evaluated and revised to improve courses and interactive activities regularly.
Continue to receive feedback from users and evaluate and revise as necessary
	

	Domain: Community connections

	5.1
	Connections with relevant government services and external organisations: Your connections to external or government organisations have enriched your activities to support cybersafety, wellbeing and building resilience for users.
Review connections and partnerships to ensure they have added to a positive understanding of cybersafety within the community. Encourage feedback from all staff regarding new possibilities.
	

	5.2
	Connecting with the wider community: Increase the library's advocacy role in helping the community learn and understand cybersafety
Ensure the library continues to fulfil its role in decreasing the digital divide and building and supporting good digital citizenship. Encourage feedback from all staff regarding new possibilities.
	


